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ABSTRACT

Dark patterns are interface choices that steer users toward decisions they

would not otherwise make. They are widely treated as a conversion tactic.

We argue they are a poor optimization strategy: they inflate the immediate

metric a CRO program is judged on while decoupling that metric from the

profitable, retained customers it is meant to proxy for. Drawing on the

empirical literature, we map dark patterns onto the conversion funnel,

explain why they win short-horizon A/B tests, and describe the

measurement trap that lets a deceptive variant report a win while the

business absorbs an unmeasured loss. We review the regulatory turn
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against dark patterns and propose an honest optimization alternative that

captures the legitimate psychology without the deception.

1. Introduction

Conversion rate optimization (CRO) is, at its best, the discipline of

removing the barriers between a visitor and the action they came to take.

Dark patterns are its shadow: interface choices that do not remove a

barrier but manufacture one, steering users toward decisions they would

not otherwise make . The term was coined by Harry Brignull in 2010 to

name a practice that was already common and has since become

pervasive .

This paper defends a narrow, practical claim: dark patterns are not

merely an ethical problem, they are a poor optimization strategy. They

inflate the immediate metric a CRO program is judged on while degrading

the outcomes that metric is meant to proxy for, and they now carry

material legal risk. On any horizon longer than a single quarter, an honest

optimization program outperforms a deceptive one.

2. Dark patterns in the conversion funnel

Empirical taxonomies converge on a small set of mechanisms. Gray and

colleagues group them into nagging, obstruction, sneaking, interface

interference, and forced action . Mathur and colleagues, in the largest

measurement study to date, identify fifteen types across seven broader

categories . Mapped onto an ecommerce funnel, the recurring instances

are familiar:

Urgency and scarcity that are not real: countdown timers that reset

on refresh, "only 2 left" on effectively unlimited stock.

Sneaking: costs that appear only at the final step (drip pricing), items

added to the basket without consent.
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Obstruction: the "roach motel" of an easy sign-up and a deliberately

hard cancellation.

Interface interference and misdirection: a visually dominant confirm

button, confirmshaming copy that frames declining as foolish.

Forced action: requiring account creation or data disclosure to

complete a purchase.

The scale is not marginal. A crawl of roughly 11,000 shopping websites

found 1,818 instances of dark patterns on about 1,250 sites, so roughly

one in ten shopping sites deployed at least one .

3. Why they appear to work

Dark patterns exploit well-documented cognitive biases: loss aversion,

the scarcity heuristic, default bias, and the friction asymmetry between

opting in and opting out. In controlled experiments, the effect on the

immediate action is large. Luguri and Strahilevitz exposed representative

samples of consumers to mild and aggressive dark patterns and found

that mild patterns more than doubled the rate at which users signed up

for a dubious service, while aggressive patterns nearly quadrupled it .

The implication for practitioners is direct and uncomfortable: in an A/B

test scored on immediate conversion, a dark pattern will frequently "win."

That is precisely why they spread. They are not adopted by careless

teams; they are adopted by teams doing exactly what their measurement

rewards.

4. The measurement trap

Here is the methodological core of the argument. A CRO experiment

optimizes a proxy, immediate conversion, for a goal, profitable and

retained customers. The value of the discipline depends on that proxy
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staying tightly coupled to the goal. A dark pattern is, more than almost

any other intervention, a way to decouple them.

A deceptive variant produces conversions that are systematically more

likely to end in a refund, a chargeback, a support ticket, a cancellation, or

a one-star review. The experiment observes the conversion and records

a win. It does not observe the downstream loss, because the

measurement window is too short and the metric too narrow to contain

it. The result is not simply an unethical win; it is a corrupted

measurement. A dark pattern is a method for making your own

experimentation lie to you, which is fatal for an organization whose entire

advantage is supposed to be that it learns the truth about what works.

5. The costs the test does not see

The unmeasured costs fall into four buckets. First, trust: a customer who

feels tricked discounts every future claim the brand makes, raising the

cost of every subsequent conversion. Second, transactional waste:

refunds, chargebacks, and support load convert a booked sale into a net

loss, and chargeback rates carry their own penalties with payment

processors. Third, retention: customers acquired through deception

churn faster and are worth less over their lifetime, so the tactic trades a

durable metric (lifetime value) for a vanity one (a single conversion).

Fourth, brand and word of mouth, which are slow to build and quick to

burn.

None of these appear in a two-week conversion test. All of them appear

in the annual P&L.

6. The regulatory turn

Dark patterns have moved from a growth-hacking topic to an

enforcement target. The U.S. Federal Trade Commission's 2022 staff



report catalogued dark patterns across ecommerce, subscriptions, and

children's apps and signalled increased enforcement . The point was

made concrete when the FTC required the maker of Fortnite to pay 245

million dollars in refunds for using deceptive interface designs to trigger

unwanted charges . In the European Union, the Digital Services Act now

prohibits online platforms from designing interfaces that deceive or

manipulate users or distort their ability to make free decisions . A tactic

that once carried only reputational risk now carries statutory risk.

7. An honest optimization alternative

The strongest argument against dark patterns is that the legitimate

psychology they exploit can almost always be captured honestly, without

the liability. For each pattern there is an honest lever that serves the

same underlying intent:

Replace fake urgency with real deadlines and honest, accurate stock

counts. Genuine scarcity is persuasive and defensible; fabricated

scarcity is neither.

Replace drip pricing with all costs shown up front. This is not only

honest, it directly reduces the unexpected-cost abandonment that is

among the most common reasons shoppers leave a checkout.

Replace the roach motel with easy cancellation. Lowering the

perceived risk of committing tends to raise sign-ups, not lower them,

because the decision to start no longer carries the fear of being

trapped.

Replace confirmshaming with neutral, respectful copy, and replace

forced accounts with guest checkout.

The reframe is simple: honest CRO removes real friction and supplies

real reassurance, and lets the improved experience earn the conversion.

It produces conversions that survive contact with the customer's actual

experience, which is the only kind worth optimizing for.
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8. Conclusion

Dark patterns win the test and lose the business. They optimize the

number on the dashboard by severing its connection to the reality it was

supposed to represent, they impose costs the experiment never

measures, and they now invite regulators. For any team that intends to

still be optimizing the same store next year, the durable strategy is not

deception but honest experimentation: earn the conversion, and keep the

customer.
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